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ABSTRACT

Introduction: this study aims to investigate the level of cyber hygiene among accounting, finance and business
students, to identify strengths and weaknesses to inform the development of cybersecurity in education.
Method: a quantitative research design was employed, utilizing an objective online test to assess cyber
hygiene knowledge. The instrument was validated through tests of validity, difficulty level, discriminatory
power, and reliability. The study sample consisted of students in finance, administration and business. Data
analysis involved statistical methods to compare awareness levels across the three student groups.

Results: the results indicated that administration students had the highest overall cyber hygiene awareness,
particularly in areas such as Rules & Laws, Access & Password, and Security Settings. Business students
showed moderate awareness, while accounting students demonstrated significant gaps, especially in Web
Access and Social Media Safety. The findings highlighted the need for targeted educational interventions to
address specific weaknesses in each group.

Conclusions: this study underscores the importance of cyber hygiene education, especially for accounting,
finance, and business students, to prevent cyber incidents. The findings provide actionable insights for
the development of curricula and training programs, which contribute to a safer digital environment in
professional settings. Further research should expand sample sizes, incorporate qualitative methods, and
explore the long-term effectiveness of cyber hygiene education.

Keywords: Cyber Hygiene; Administration; Finance; Business; Cybersecurity Education; Digital Security.
RESUMEN

Introduccion: este estudio tiene como objetivo investigar el nivel de ciberhigiene entre los estudiantes
de contabilidad, finanzas y negocios, para identificar fortalezas y debilidades que sirvan de base para el
desarrollo de la ciberseguridad en la educacion.

Método: se empled un disefio de investigacion cuantitativa, utilizando una prueba objetiva en linea para
evaluar el conocimiento de la ciberhigiene. El instrumento se valido mediante pruebas de validez, nivel de
dificultad, poder discriminatorio y confiabilidad. La muestra del estudio estuvo compuesta por estudiantes
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de finanzas, administracion y negocios. El analisis de datos implicé métodos estadisticos para comparar los
niveles de conocimiento entre los tres grupos de estudiantes.

Resultados: los resultados indicaron que los estudiantes de administracion tenian la mayor conciencia general
sobre la ciberhigiene, particularmente en areas como reglas y leyes, acceso y contrasefas y configuraciones de
seguridad. Los estudiantes de negocios mostraron una conciencia moderada, mientras que los estudiantes de
contabilidad demostraron brechas significativas, especialmente en acceso web y seguridad en redes sociales.
Los hallazgos destacaron la necesidad de intervenciones educativas especificas para abordar debilidades
especificas en cada grupo.

Conclusiones: este estudio subraya la importancia de la educacion sobre ciberhigiene, especialmente para
los estudiantes de contabilidad, finanzas y negocios, para prevenir incidentes cibernéticos. Los resultados
aportan informacion Gtil para el desarrollo de planes de estudio y programas de formacion que contribuyan a
un entorno digital mas seguro en los entornos profesionales. Las investigaciones futuras deberian ampliar el
tamano de las muestras, incorporar métodos cualitativos y explorar la eficacia a largo plazo de la educacion
sobre higiene cibernética.

Palabras clave: Higiene Cibernética; Administracion; Finanzas; Negocios; Educacion en Ciberseguridad;
Seguridad Digital.

INTRODUCTION

In an era dominated by digital transformation, the practice of cyber hygiene has become critical in
safeguarding not only personal data but also the very backbone of modern businesses and economies. Cyber
hygiene refers to the practices and steps that individuals and organizations commonly take to maintain the
health of their cyber environment.™ These practices include updating software regularly, using strong and
unique passwords, backing up data, and being alert to potential cyber threats.? The importance of cyber
hygiene cannot be underestimated as it lays the foundation for strong cybersecurity measures and helps prevent
cyber attacks, data breaches and other security incidents.

The rise in cyber attacks has highlighted the urgent need for effective cyber hygiene practices. Cyber
hygiene refers to the practices and measures taken by individuals and organizations to maintain the health
and security of their digital environment.® Over the past decade, cyberattacks have increased significantly
with increasingly diverse attack methods targeting individuals and organizations.® These attacks range from
phishing and ransomware to more complex exploits such as advanced persistent threats.® As cyber threats
continue to evolve, the need for comprehensive cyber hygiene practices becomes more urgent. Ensuring that
individuals, especially those in critical sectors such as accounting,® finance,™ and business,® are well versed
in cyber hygiene is critical to mitigating risks and protecting sensitive information.

Students in administration, finance, and business, mastering cyber hygiene is not just a skill—it is a critical
responsibility. These future professionals will handle sensitive financial data,® business strategies,® and
administrative records,"" making their understanding of cyber hygiene essential to securing the integrity of the
organizations they will serve."™ Therefore, students with a strong understanding of cyber hygiene are expected
to implement effective practices that will directly impact the security of the organizations they work for. 3
By instilling cyber hygiene education, we not only equip them with the tools needed for their careers but also
contribute to fostering a safer digital environment across industries. %' Ultimately, this commitment to cyber
hygiene will empower them to become proactive defenders against cyber threats, safeguarding not only their
organizations but also the broader digital ecosystem.

Several previous studies have examined various aspects of cyber hygiene. Research conducted by Vishwanath,
A. et al."® demonstrates how cyber hygiene significantly predicts aspects of human interaction with technology
that are crucial for cybersecurity, including users’ confidence in technology, how they cognitively process
information online, and their online banking behavior. Similarly, a study by Barakovi¢, S et al.(” reveals
that while students exhibit acceptable cyber hygiene behaviors, their awareness is less than satisfactory,
and their knowledge is quite low. Additionally, this research shows a correlation between gender, current
level of education, and knowledge, awareness, and behavior regarding cyber hygiene, as well as the mutual
influence and relationship between these outcomes. Another study by Kioskli, K., et al.™ focused on the role
of cyber hygiene in the healthcare sector, highlighting that cyber hygiene practices were low among members
of healthcare organizations. This issue is particularly pressing given the rapid increase in cyberattacks on
healthcare organizations, most of which are caused by human error. Finally, research by Cain, A. A., et al.(”
investigated the impact of cultural factors on cyber hygiene awareness, indicating that cultural differences
play a significant role in shaping perceptions and practices of cyber hygiene. These studies underscore the
importance of cyber hygiene but also reveal significant gaps, such as the need for practical training, the
influence of cultural factors, and the inconsistent implementation of cyber hygiene practices.
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To address the research gap, this study poses the following research questions: (1) What is the level of
cyber hygiene among students in the fields of administration, finance, and business? (2) Which cyber hygiene
indicators require greater attention? (3) How do these stuents perceive the importance of cyber hygiene in
their future professional roles? Based on the identified gaps, the aim of this research is to evaluate the level
of cyber hygiene among students in administration, finance, and business fields. By addressing these gaps, the
research aims to contribute to enhancing cyber hygiene education, ultimately leading to better preparedness
among future professionals in safeguarding digital information.

METHOD

This study employs a quantitative research design, utilizing an objective online test to assess the level of
cyber hygiene awareness among students in the fields of administration, finance, and business. The quantitative
approach enables the collection of numerical data, allowing for statistical analysis to identify patterns,
correlations, and differences among groups of students. The online test serves as a standardized and effective
tool to measure students’ knowledge and practices related to cyber hygiene. The research process is conducted
in four stages, as outlined in figure 1 below.

> ’
22 =\ &

Z .
Instrument Design = Data Analysis
Data Collection Synthesis

(Test)

.
.

Figure 1. Research Procedure

The instrument employed in this research is an objective online test designed to evaluate various aspects of
cyber hygiene awareness. The test was developed based on a comprehensive review of existing literature and
expert input, ensuring both validity and reliability. It comprises multiple-choice questions targeting different
indicators of cyber hygiene.

Data Collection

The data collection process involved administering the online test to participants. The test was distributed
electronically, and students were allotted a specific time frame to complete it. Participant responses were
automatically collected through an online platform, ensuring efficiency and accuracy.

Data Analysis

The collected data was analyzed using statistical methods to assess the level of cyber hygiene awareness
among students. This analysis aimed to identify trends, patterns, and significant insights into their knowledge
and practices.

Synthesis and Conclusion

In the final stage, the results of the data analysis were synthesized to draw meaningful conclusions and
formulate recommendations. This synthesis process involved interpreting the statistical findings within the
context of the existing literature and the study’s specific objectives.

Sample

The sample for this research consisted of 100 students in finance, administration and business students who
took online tests. The sample included 32 administration program students, 35 finance program students, and
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33 business program students. The participants were selected using a purposive sampling method to ensure
representation from each of the three disciplines.

Instrument

The instrument used in this research is an objective online test designed to measure cyber hygiene awareness.
This test includes indicators that cover aspects of cyber hygiene. Indicators are prepared based on previous
research which also measures cyber hygiene. ?!:22.23.242526,27) indicators can be seen in table 1 below.

Table 1. Indicator of cyber hygiene

No Indicator No. Item

1 Rules & Laws 1,2,3,4,5

2 Access & Password 6,7,8,9, 10

3 Security settings 11, 12, 13,14, 15
4 Download & Software Update 16, 17, 18, 19, 20
5 Data backup 21, 22, 23, 24, 25
6 Social Media safety 26, 27, 28, 29, 30
7 Web Access 31, 32, 33, 34, 35

The Rules & Laws indicator assesses students’ understanding of cybersecurity laws and regulations. The
Access & Password indicator evaluates knowledge of secure access methods and password management
practices. The Security Settings indicator examines students’ ability to configure and manage security settings
across various devices and platforms. The Software Downloads & Updates indicator focuses on safe download
practices and the importance of regular software updates. The Data Backup indicator measures awareness of
effective data backup methods and the significance of maintaining regular backups. The Social Media Security
indicator addresses safe practices on social media platforms, including privacy settings and the ability to
recognize potential threats. Finally, the Web Access indicator evaluates safe web browsing habits and the
ability to identify secure websites. The test is designed to be comprehensive, covering critical aspects of cyber
hygiene relevant to students in administration, finance, and business programs. These indicators were selected
based on insights from multiple previous studies.

Analisis Data
Prerequisites Tests

The first step in data analysis is to examine the test prerequisites. This involves several tests, including
item validity tests to ensure that each question in the test measures the intended concept appropriately. The
formula used is as follows.

. NExy— Ex) Ey) (1)
xy —
iz oz - el

The second test conducted is the reliability test, which aims to determine the instrument’s ability to produce
consistent results when applied to the same population or at different points in time. This test uses the
Cronbach’s alpha coefficient as the measurement formula. An instrument is considered reliable if the Cronbach’s
alpha value exceeds 0,70, as demonstrated below.

2
n Yo}

a ='___(1 - z)

n-1 O

(2)

The third test is the Discrimination Index Item Test, which evaluates how effectively a question item
distinguishes between respondents with varying levels of knowledge or skills in the subject being assessed.
Questions included in the test are those with a discrimination index value ranging from 0,20 to less than 1,00.
The formula applied for this calculation is as follows.

__ number of respondents answered correctly (3)

Total respondent

The fourth test focuses on assessing the difficulty level of each question to determine how challenging or
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straightforward the test items are. Questions selected for this purpose have a difficulty index value between
0,40 and 0,80. The formula applied for this test is outlined as follows.

Normality and Homogeneity Test

Prior to conducting further analysis, tests for data normality and homogeneity were performed to ensure
the data distribution and variance across groups were appropriate for analysis. The normality test, conducted
using the Kolmogorov-Smirnov (D) method, evaluates whether the data conforms to a normal distribution. The
data is considered normally distributed if the D value exceeds 0,05. The formula utilized for the normality test
is as follows.

D = max|Fn(X) — FO(X) 4)

The normality test is conducted using the Levene test (W), which aims to ensure that comparisons between
groups are unbiased and fair, enabling accurate interpretation of the analysis results. The data is considered
homogeneous when the W value exceeds 0,05. The formula applied for this test is as follows.

_W-hK an(Z; - 2)2 (5)
~ (k=D [T nilnS) ~ (Sp

Cyber Hygiene Test

The Cyber Hygiene Test is conducted to assess knowledge and understanding of various aspects of cybersecurity
among students in finance, administration and business. Test results are analyzed by comparing the average
scores of each indicator to identify areas of strength and areas that need improvement among students. The
analysis begins by calculating the average score for each indicator, which provides a clear picture of students’
overall performance in various aspects of cyber hygiene. which is then compared with the standard level of
Cybers Hygiene Knowledge listed in table 2 below.

Table 2. Criteria Level of Cybers Hygiene Knowledge

Level Score Advice

Good 80 -100 Need to Maintain
Sufficient 60 - 79 Need Improvement
Poor <60 Need Treatment

RESULTS
Prerequisetes Tests

The validity, discrimination index, level of difficulty, and reliability of the test items were thoroughly
evaluated to ensure the strength and effectiveness of the cyber hygiene tests. Each of the 35 items was
examined against these criteria, and a decision was made to use all items based on their performance. The
results obtained can be seen in table 3. Below.

Table 3. Prerequisites Tests Result

No Validity Discrimination Difficulty Decision No Validity Discrimination Difficulty Decision

1 0,78 0,45 0,55 Used 19 0,58 0,30 0,46 Used
2 0,82 0,50 0,60 Used 20 0,76 0,45 0,57 Used
3 0,65 0,35 0,48 Used 21 0,83 0,53 0,62 Used
4 0,60 0,30 0,52 Used 22 0,71 0,42 0,51 Used
5 0,70 0,40 0,57 Used 23 0,66 0,36 0,49 Used
6 0,85 0,55 0,65 Used 24 0,69 0,38 0,47 Used
7 0,75 0,42 0,50 Used 25 0,78 0,46 0,55 Used
8 0,80 0,50 0,58 Used 26 0,64 0,34 0,50 Used
9 0,68 0,38 0,47 Used 27 0,75 0,44 0,53 Used
10 0,73 0,44 0,54 Used 28 0,81 0,50 0,60 Used
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11 0,77 0,48 0,59 Used 29 0,70 0,40 0,52 Used
12 0,62 0,32 0,49 Used 30 0,77 0,48 0,59 Used
13 0,79 0,50 0,61 Used 31 0,61 0,31 0,45 Used
14 0,65 0,35 0,51 Used 32 0,68 0,38 0,49 Used
15 0,74 0,45 0,55 Used 33 0,74 0,44 0,54 Used
16 0,67 0,37 0,48 Used 34 0,79 0,50 0,58 Used
17 0,72 0,40 0,50 Used 35 0,82 0,53 0,61 Used
18 0,80 0,52 0,63 Used Reliability 0,82 Reliable

Item validity ranged from 0,58 to 0,85, with average validity well above acceptable thresholds, indicating
that the questions effectively measured what they were intended to assess. The discrimination index, which
evaluates each item’s ability to differentiate between high and low performers, varies from 0,30 to 0,55. Items
with a discrimination index above 0,40, such as item 6 (0,55) and item 18 (0,52), demonstrate good ability to
differentiate between different levels of student understanding. The difficulty level of test questions ranges
from 0,45 to 0,65, reflecting a balanced range that ensures the test is neither too easy nor too difficult. Overall
test reliability, assessed using Cronbach’s alpha, was calculated as 0,82. These high reliability scores confirm
that the test consistently measures the construct of cyber hygiene across items and student groups. This
prerequisite test underscores the power of the evaluation tool used in this study and confirms its suitability for
assessing cyber hygiene among finance, administration and business students. This comprehensive validation
process increases the credibility of the findings and supports subsequent analysis and discussion of the results.

Normality and Homogeneity Test

Before proceeding with further analysis of the collected data, a normality test was performed using the
Kolmogorov-Smirnov (D) method to determine whether the data conformed to a normal distribution. Additionally,
a homogeneity test was conducted using Levene’s Test (W) to assess the consistency of variance across groups.
The outcomes of these tests are summarized in table 4 below.

Table 3. Prerequisites Tests Result

Statistic Normality Homogeneity
Score 0,135 0,174

Sign. a=0,05 a = 0,05
Conclusion D > a Normal Distribution F > a Homogenous

For the normality test, the Kolmogorov-Smirnov test was used which produces a statistic (D) of 0,135. If
compared with the significance level (a) of 0,05, it is determined that D > a. These results indicate that the
data follows a normal distribution. A normal distribution implies that data points are distributed symmetrically
around the mean, allowing for more accurate and reliable statistical conclusions. Homogeneity of variance
was assessed using Levene’s test which produced a statistic (F) of 0,174. As with the normality test, the
significance level (a) is set at 0,05 and it is obtained that F > a. These findings indicate that the variance
between the different groups being compared is homogeneous. Homogeneity of variance is essential to ensure
that comparisons between groups are valid and that observed differences are not due to variability in the
distribution of the data. This test increases the robustness and credibility of the overall research methodology
and subsequent results.

Cyber Hygiene Test
Cyber hygiene knowledge test results on various indicators for students in accounting, administration, and
business show different patterns and areas of strengths and weaknesses among these groups.

Rules & Laws

For the Rules & Laws indicator, administration program students achieved the highest average score of 77,
which reflects a strong understanding of cybersecurity laws and regulations. This shows that administration
students better understand the legal framework and compliance requirements related to cybersecurity.
Business students scored an average of 68, indicating a moderate level of awareness, while accounting students
scored the lowest at 60. The relatively lower scores among accounting students highlight potential gaps in their
education regarding the importance and specifics of cybersecurity law, which is a very important thing. for
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their future role in safeguarding financial data. Comparison of results Graphically can be seen in the following
figure 2.

90
80 77
70
60

50

Score

40

30

20

10

Accounting Administration Business

Figure 2. Level Cyber Hygiene: Rule and Law

Access & Password

In the Access & Password category, administration students again led with an average score of 74, followed
by accounting students with a score of 68, and business students with a score of 63. The high score among
administration students indicates that they have a better understanding. secure access methods and password
management practices, which are essential for protecting sensitive information. Lower scores among business
and accounting students indicate the need for additional training and awareness programs focused on creating
and managing strong passwords, as well as secure access protocols to prevent unauthorized access. Comparison
of results Graphically can be seen in the following figure 3.
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64 63
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Accounting Administration Business

Figure 3. Level Cyber Hygiene: Access and Password

Security Settings

Regarding Security Settings, administration students demonstrate a high level of knowledge with an average
score of 76. Business students scored 65, and accounting students scored the lowest at 56. These results show
that administration students are more proficient in configuring and managing security settings across different
devices and platforms. The significant gap between the grades of administration and accounting students
suggests that the latter group may need further education to improve the understanding and implementation of
security arrangements, which are critical to protecting organizational and personal data. Comparison of results
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Graphically can be seen in the following figure 4.
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Figure 4. Level Cyber Hygiene: Security Setting

Download & Software Update

On the Software Downloads & Updates indicator, administration students scored an average of 72, which
reflects a relatively good understanding of secure downloading practices and the importance of regular software
updates. Accounting students followed with a score of 66, while business students got the lowest score of 62.
Higher scores among administration students indicate that they are more aware of the risks associated with
software downloads and the need to update software to reduce vulnerabilities. Lower grades for business and
accounting students highlight the need for increased education regarding safe downloading habits and the
importance of software updates to maintain system security. Comparison of results Graphically can be seen in
the following figure 5.
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Figure 5. Level Cyber Hygiene: Download and Software Update

Data backup

For the Data Backup indicator, administration students again excelled with an impressive average score
of 80, demonstrating a strong awareness of data backup methods and the importance of regular backups.
Accounting students get a score of 64, and business students get the lowest score of 60. These results show
that administration students are well prepared to implement data backup strategies, which are crucial for data
recovery in the event of a cyber incident. The relatively low scores among accounting and business students
indicate an important need for targeted training on effective data backup practices to ensure that these
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students can maintain data integrity in their future professional roles. Comparison of results Graphically can
be seen in the following figure 6.

90
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Accounting Administration Business

Figure 6. Level Cyber Hygiene: Data Backup

Social Media safety

The Social Media Safety indicator shows an interesting deviation, with business students getting the highest
average score of 78, which indicates a good understanding of safe practices on social media platforms, including
privacy settings and recognizing threats. Administration students are next with a score of 75, while accounting
students get the lowest score of 55. This shows that business students are more sensitive to the risks associated
with using social media, which is important for protecting personal and organizational reputations online.
The much lower scores among accounting students underscore the need for increased education about social
media security, emphasizing the potential risks and the steps needed to mitigate them. Comparison of results
Graphically can be seen in the following figure 7.
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Figure 7. Level Cyber Hygiene: Social Media Safety

Web Access

Lastly, for the Web Access category, administration students excelled with a high average score of 88,
demonstrating a strong knowledge of safe web browsing habits and the ability to recognize secure websites.
Business students get a score of 73, while accounting students get the lowest score of 40. A very high score for
administration students demonstrates a good understanding of web security practices, which is essential for
avoiding malicious websites and ensuring safe use of the internet. The very low grades for accounting students
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highlight a large gap in their knowledge and indicate an urgent need for comprehensive training on secure web
access practices to protect against web-based threats. Comparison of results Graphically can be seen in the
following figure 8.
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Figure 8. Level Cyber Hygiene: Web Access

DISCUSSION

The results of the prerequisite tests including validity, level of difficulty, differentiating power, and reliability
show that the instruments used in this study are powerful and well-constructed instruments. The validity test
ensures that the questions accurately measure cyber hygiene knowledge, while the difficulty and discriminatory
power test ensures that the questions are challenging enough and can differentiate students with different
levels of knowledge. Reliability tests show consistency in test results, thus reinforcing the dependability of the
instrument. In addition, normality and homogeneity tests showed that the data were normally distributed and
came from homogeneous populations, validating the suitability of the samples for this study and ensuring that
the statistical analysis conducted would provide meaningful and reliable results.

The results of the cyber knowledge hygiene test reveal significant insights regarding the level of awareness
among students in the fields of administration, finance, and business. Administration students consistently
outperform their peers in most indicators, particularly in areas such as Rules & Laws, Access & Passwords,
and Security Settings. This indicates that these students have a more comprehensive understanding of cyber
hygiene principles, most likely due to the more extensive training or curriculum coverage in their programs.
In contrast, accounting students scored the lowest in several key areas, particularly in Web Access and Social
Media Security, highlighting the critical need to improve education and training in these areas. The difference
in scores underscored the importance of targeted interventions to address the specific weaknesses identified
in each group of students.

The findings of this study are in line with previous research on cyber hygiene awareness in educational settings.
Research conducted by Okokpujie, K., et al.?® found a significant gap in cybersecurity knowledge between
computer students and media students, similar to the gap identified among students in this study. The findings
of the research conducted by Al-Janabi, S., et al.® highlight the need for practical application of cybersecurity
concepts in secondary education, a recommendation that is in line with the results of our research, where
practical knowledge, especially among accounting students, was found to be lacking. Additionally, research
conducted by Salem, Y., et al.®® emphasizes the role of ongoing training and awareness programs in improving
cyber hygiene practices, supporting the need for ongoing educational efforts identified in this research. The
uniqueness of this research lies in its focus on students in three different fields: administration, finance, and
business. This analysis highlights areas where targeted educational interventions are needed to improve cyber
hygiene knowledge and practices among students in these fields, thereby ensuring they are better prepared to
address cybersecurity challenges in their future professional environments.

This study, although its comprehensive analysis of cyber hygiene awareness among students in the fields of
administration, finance, and business, has certain limitations that must be acknowledged. Although the sample
size is representative, it is limited to 100 students, so it can affect the ability to generalize findings in a wider
population. In addition, the study relies solely on self-reported online tests, which can lead to bias in responses.
Future research should consider expanding sample size and geographic coverage to improve generalization
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capabilities, incorporating qualitative methods such as interviews or focus groups to gain deeper insights,
and longitudinal studies to assess the effectiveness of cyber hygiene education in the long term. Additionally,
exploring the impact of different pedagogical approaches and integrating emerging cybersecurity threats into
the curriculum can provide valuable insights for improving cyber hygiene education.

CONCLUSION

This study highlights the significant variations in cyber hygiene awareness among students in administration,
finance, and business fields, with administration students consistently outperforming their peers. These findings
emphasize the urgent need for targeted educational interventions to address specific weaknesses, particularly
among accounting students, to ensure a safer digital environment. This research contributes to the development
of cybersecurity education by providing insights that inform curriculum design and training programs, thereby
equipping future professionals with essential skills to mitigate cyber threats effectively.
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