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ABSTRACT

Introduction: this paper explores image encryption techniques that leverage transformation, shifting, and 
permutation operations. The primary focus is on enhancing the security and quality of encrypted raster 
images by manipulating the individual bit layers of color images.
Method: to encrypt a raster image, the color image is decomposed into binary layers, each representing 
pixel bits at varying levels of significance. The least significant bits are placed in the least significant layers, 
while the most significant bits are positioned in the most significant layers. Transformation operations are 
performed on the bits or their arrays, reconfiguring them into different bit arrangements. Shifting operations 
are applied to bits across rows and columns within each bit layer, with shifts between layers carried out 
separately. Additionally, permutation operations are used to further rearrange bit arrays both within 
individual layers and between layers themselves.
Results: through experimentation, two encryption scenarios have been identified that provide high-quality 
results for images with different structures. These scenarios produce distinct encrypted images based on the 
combinations of operations and their sequence, yet maintain a high standard of encryption quality.
Conclusions: the proposed method demonstrates an effective approach to encrypting raster images 
without relying on external encryption tools, minimizing the risk of information loss during decryption. The 
combination of transformation, shifting, and permutation operations ensures robust encryption, making the 
technique suitable for a wide range of image types.

Keywords: Image; Image Encryption; Transformation Operations; Bit Layer; Shift; Bit Permutations.

RESUMEN

Introducción: este artículo explora las técnicas de cifrado de imágenes que aprovechan las operaciones de 
transformación, desplazamiento y permutación. El objetivo principal es mejorar la seguridad y la calidad de 
las imágenes raster cifradas manipulando las capas de bits individuales de las imágenes en color.
Método: para cifrar una imagen rasterizada, la imagen en color se descompone en capas binarias, cada una 
de las cuales representa bits de píxel con distintos niveles de significación. Los bits menos significativos se 
colocan en las capas menos significativas, mientras que los bits más significativos se colocan en las capas más 
significativas. Las operaciones de transformación se realizan sobre los bits o sus matrices, reconfigurándolos 
en diferentes disposiciones de bits. Las operaciones de desplazamiento se aplican a los bits a través de filas y 
columnas dentro de cada capa de bits, y los desplazamientos entre capas se realizan por separado. Además, 
se utilizan operaciones de permutación para reorganizar aún más las matrices de bits, tanto dentro de cada 
capa como entre las propias capas.
Resultados: mediante la experimentación, se han identificado dos escenarios de cifrado que proporcionan 
resultados de alta calidad para imágenes con estructuras diferentes. Estos escenarios producen imágenes
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cifradas distintas en función de las combinaciones de operaciones y su secuencia, pero mantienen un alto 
nivel de calidad de cifrado.
Conclusiones: el método propuesto demuestra un enfoque eficaz para cifrar imágenes ráster sin depender de 
herramientas de cifrado externas, minimizando el riesgo de pérdida de información durante el descifrado. La 
combinación de operaciones de transformación, desplazamiento y permutación garantiza un cifrado robusto, 
lo que hace que la técnica sea adecuada para una amplia gama de tipos de imágenes.

Palabras clave: Imagen; Cifrado de Imágenes; Operaciones de Transformación; Capa de Bits; Desplazamiento; 
Permutaciones de Bits.

INTRODUCTION
The information security that is transmitted and stored on various media is becoming increasingly important 

in the modern world. In modern digital systems, almost all information is presented in digital form, as separate 
files of various formats. There are a large number of files that are received and processed by various software 
applications. The most commonly used file formats are text and graphic. The information displayed by such 
files is the most understandable for humans. People store and transmit public and confidential information in 
text and graphic files. In this regard, a large number of methods and means of protecting such information have 
been developed (Bertaccini, 2024; Cimato & Yang, 2017; Uhl & Pommer, 2004). One approach to protecting 
information presented in the form of images is image encryption. At the present time, there are a large number 
of methods and tools that are widely presented in various sources (Fang, Liu, Wu, & Liu, 2023; Alghamdi & 
Munir, 2024). Basically, all these methods are based on the use of external additional tools, with the help of 
which the encryption of graphic files is carried out. Most often, such external means are pseudo-random number 
generators (PRNG), which form the key range for encryption (Bilan, Bilan, & Motornyuk, 2020; Bilan, 2022). 
However, this approach contains some hidden risks, which are that the PRNG may malfunction, which may 
lead to the loss of fairly large volumes of information. The use of additional means is already a disadvantage. 
Each encryption method requires additional resources, which are not always effective. Therefore, the task of 
efficient and reliable encryption of images is relevant. At the same time, there are practically no methods of 
encrypting images that operate only with the information that the image consists of.

Relative works 
Among all existing approaches to image encryption, the simplest and most understandable is the method 

based on the principles of bitwise encryption similar to the construction of a stream cipher (Bilan & Bilan, 2020; 
Bilan, 2017). Here, an external key generation generator is used for encryption. In this case, the same key scale 
generator must be present on the receiving side. As generators for forming the key gamma, PRNGs are used, 
which can have different implementations (Bilan, 2020). However, using PRNG as an additional external tool 
complicates the encryption process, and bit-by-bit encryption often leads to partial loss of information.

Along with bit-by-bit encryption of images, there are methods based on block encryption algorithms (Bani 
Younes & Jantan, 2021; Patel & Vaish, 2023) and based on the RSA algorithm (Sahoo, Mohanty, & Sethi, 2021). 
Such algorithms provide high resistance to attacks, which corresponds to known symmetric and asymmetric 
encryption algorithms. However, the implementation of these algorithms requires large computational and 
time costs. In block algorithms, each block is encrypted with a block algorithm, and in the RSA algorithm, an 
encryption algorithm is also implemented for each allocated number.

Much attention in modern scientific publications is paid to image encryption, which is based on the use of 
chaotic transformation (Gong, Luo, Wu, & Zhou, 2022; Hua, Zhou, & Huang, 2019). The use of chaos systems 
and chaotic maps uses additional external means, as well as complex combined encryption algorithms.

There are image encryption methods that use the Fourier transform, Wavelet transform, Cosine transform 
and other well-known image transforms (Ben Farah, Guesmi, Kachouri, & Samet, 2020; Mehra & Nishchal, 2015). 
These transformations are not used to encrypt images as a single operation. Typically, they are complementary 
to other algorithms, which complicates the encryption process. This results in the use of complex computing 
resources and time costs. In addition, the use of such transformations produces distortions of the original 
images.

Among the variety of image encryption methods, there are methods based on operations with the DNA 
sequence (Vaish & Patel, 2022), which are implemented in combination with other transformations and 
encryption algorithms, which leads to partial distortion of information and the implementation of complex 
calculations.

The literature (Singh, Singh, Singh, & Agrawal, 2025; Panwar, Kukreja, Singh, & Singh, 2023) describes 
methods for image encryption based on deep learning. Such methods are promising, but require significant 
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computing resources for training and encryption. Due to the use of additional tools and methods, such methods 
are quite complex, which leads to the loss of information during recovery. Although many studies have shown 
high resistance to attacks, elements of additional randomization are still used.

Specialists pay attention to the development of image encryption methods based on the division of a raster 
image into binary layers (Bilan, 2021; Bilan, 2022). The division of a raster image into binary layers is described 
in detail in (Bilan, 2022; Al-Bdour & Mansour, 2021).

Paper (Bilan & Demash, 2016) describes a method for encrypting an image by encrypting the four most 
significant binary layers of each of the three bytes using a PRNG. It is shown that it is enough to transform four 
bit layers of all three RGB bytes to obtain high quality encryption of a raster image. In this case, to implement 
the method, a PRNG was used, which should generate at the output a key range of high quality and length 
corresponding to the number of bits equal to the number of bits constituting the twelve bit layers. Formation 
of a key gamma of large length can lead to failures and partial loss of information during decryption.

Representing an image as binary layers is a promising approach for image encryption. From this perspective, 
this paper describes a process of encrypting a bitmap image based on the use of simple shift, permutation and 
transformation operations that are applied to the bit layers of the original image.

Structure of a raster image
The structure of a raster image consists of an array of pixels that represent color and brightness characteristics. 

These characteristics are encoded using binary code. Most often, the code consists of 24 bits (3 bytes). Each 
of the three bytes is responsible for red, green and blue colors, as well as their brightness characteristics. If 
the image is 10×10 in size, it contains 100 pixels, and accordingly 2400 bits are used to form the color and 
brightness characteristics of the image.

With 24-bit encoding, such an image can be represented as a three-dimensional bit structure with dimensions 
of 10×10×24 bits. Most often, an image is viewed as a set of numbers represented by binary codes. However, 
in certain situations, an image can be considered as a multi-layer bit structure (Kirtee et al,2023; Nashat and 
Ayman, 2022). For the example under consideration, the image consists of 24 layers (figure 1). Each bit layer is 
a two-dimensional array of bits Pij that encode a certain weight in the binary code of each pixel. For example, 
the zero layer consists of bits that encode the zero digits in the codes of each pixel, the first layer contains the 
bits of the first digits of the pixel codes, and so on.

Figure 1. Multilayer bit structure of the image

The first eight bit layers (from 0 to 7 bit layers) are responsible for shades of red, the second eight bit layers 
(from 8 to 15 bit layers) form green, and the third eight bit layers (from 16 to 23 bit layers) form blue. Changes 
in bits in each bit layer result in changes in the color and brightness characteristics in the corresponding area 
of the image, which corresponds to the organization of the RGB model. If the layers are swapped, the colors 
change significantly and the original image changes its color structure. Breaking an RGB image into layers allows 
for various kinds of operations that can lead to useful results, such as 3D color shifting (Bilan, 2021), edge pixel 
extraction (Bilan, 2022), image encryption (Bilan & Demash, 2016), and other image pre-processing operations.

This paper discusses an image encryption method based on various bit layer manipulations.

Image encryption method
Most existing methods of image encryption are based on the use of additional arrays of numbers that are 

formed pseudo-randomly, as well as preliminary analysis of the image, which can lead to unplanned loss of 
information. As a rule, encryption is carried out bit by bit or over blocks of bits.

This paper proposes to use the entire information bit array of an image for its own encryption. By implementing 
a sequence of transformations and permutations of elements of a binary array, image encryption is performed. 
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As transformations, operations on bits can be implemented, which, using the same operations, can be restored 
without involving additional bits that do not belong to the image. Such bit conversion operations include the 
inversion and XOR operations. Several bits of an image can be used to implement the XOR operation. For 
example, bits of other layers can be used to transform bits of one layer.

The permutations of bits and bit arrays are performed using shift operations within each binary layer, and 
bits can also be shifted from one bit layer to another, which corresponds to shifts of codes to the right (towards 
the most significant bits) or to the left (towards the least significant bits) in the codes of the corresponding 
pixels. The operation of transferring individual bits or bit arrays to different bit layers, as well as within the 
own bit layer, can also be used. Figure 2 shows a fragment of a raster RGB image measuring 10×10 pixels. From 
left to right are the original image, the image obtained by using the inversion operation, the image obtained 
by using shifts, and the image after using bit permutations.

Figure 2. Examples of images obtained as a result of using inversion, shift and permutation operations

As can be seen from figure 2, the resulting images correspond to high encryption quality, but have different 
color distribution across the entire image field. The shift operation (third image from the left) was performed 
only in two-dimensional space, since it is impossible to simultaneously shift the code bits of one pixel in three-
dimensional space. Therefore, first a shift is performed along the rows and columns in each bit layer, and then 
a shift is performed from layer to layer or vice versa. For the last image (far right image), bitmap swapping was 
done between layers. Within a single layer, bitmaps were not swapped.

It is advisable to use combinations of the proposed operations on bit arrays. The results of using various 
combinations of operations of transformation and transfer of bit arrays are presented in figure 3.

Figure 3. Results of using combinations of transformation and transfer of bit arrays for the example shown in figure 2

Figure 3 shows six combinations of using different operations. All of them give a good result. More combinations 
of three operations can be used, which also gives a good result.
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To encrypt images based on the proposed approach, it is necessary to create a key sequence of operations, 
which must be strictly ordered, since the last operation in the encryption sequence is the first operation in 
the decryption sequence. Operations used for encryption must have inverse operations. For example, for the 
inversion encryption operation, the inverse operation is the inversion operation. For the operation of shifting 
a bit array to the right by n bits, the inverse operation is the operation of shifting a bit array to the left by n 
bits. There are a large number of such operations that do not lead to loss of information when using inverse 
operations.

Since images may have different structures and different color distributions, it is recommended to perform 
a preliminary image analysis. The result of the preliminary analysis of images is the selection of a scenario for 
encryption. Each encryption scenario consists of choosing the necessary sequence of operations that give the 
best effect. Depending on the characteristics of the image, two main scenarios are possible.

The first scenario is to use only bitmap move and permutation operations. Such scenarios apply to images in 
which most of the colors are distributed throughout the image and there are no dominant colors in the image 
array. For example, there is no clear background of one color on which objects are displayed in another color 
and occupy a small area. An example of such an image in figure 4 is shown.

Figure 4. An example of an image to which the first scenario can be applied

In this example, shifts within layers, shifts between layers, and one operation of replacing the right part of 
the bit array with the left in the third layer were applied. As can be seen from figure 4, it is visually impossible 
to determine the original elements of the image and their contours. To encrypt such an image, a shift operation 
was applied. In this case, the encryption scenario can be described by a sequence of numbers that indicate 
the bit layer number, the row number, and the column number of the image array, the direction of the shift in 
the row and the number of bits by which the row bits are shifted, as well as the direction of the shift in the 
column and the number of bits by which the column bits are shifted. For example, the sequence of numbers 2, 
3, 0, 1, 20; 2, 0. 5, 0, 30 indicates that in the second bit layer it is necessary to shift the bits of the third row 
to the right by twenty bits, and then in the second bit layer to shift the contents of the fifth column down by 
thirty bits. The zero in the second position of each cyclic group indicates that no shifting occurs in the rows. 
The number in this position indicates the row number. The same applies to the third position, which indicates 
the column number. The zero in the third position indicates that no shifting of columns is performed at this time 
iteration. Each shift iteration in the example shown is separated by the symbol “;”.

All shifts are performed cyclically. This means that during a shift, the bits of the last or first outer cells of a 
row and column are moved to the corresponding cells of the last cells of the row and column.

In this example, the shift is specified in only one plane. In this case, depth-shifting can be used, i.e. bits at 
one location in each layer can be shifted from one bit layer to another bit layer. In this case, four more numbers 
n, m, d, s are added to the key sequence (where n is the row number in each bit layer, m is the column number, 
d is the direction of the shift, s is the number of bits by which the shift is performed). The value d can have the 
value 1 (shift towards higher bit layers) or 0 (shift towards lower bit layers). The value of S≤24 since only 24 bit 
layers are used. The n and m values ​​define the pixel location for all bit layers in which the shift is performed. 
If no shift is performed across layers, these numbers are equal to 0.

The second scenario is realized for images that have a low density of color distribution throughout the image. 
In such images, shifting and rearranging often results in minor changes in the visual picture. For example, if 
the background is predominantly white, then when shifts are made, some units move to the places of others. 
The reason for this is that the binary code of white contains only ones. The same applies to black. In this case, 
the zeros are moved.
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In this case, it is necessary to use bitmap transformation operations in each bit layer. One of the most 
effective transformation operations is the inversion operation. This operation can be used for small bit arrays 
initially. After that, shift and permutation operations are performed. The inversion operation reduces the 
number of dominant bits and converts them to their inverse value. The shift and permutation operations 
distribute the bits after inversion over the entire image area. The order in which the operations are applied 
is of great importance. Different sequences of operations yield different results. Figure 5 shows examples of 
applying different shift and permutation operations to an image with a saturated white background.

Figure 5. An example of applying shift and permutation operations to the same image

As can be seen from figure 5, the encryption results do not provide high quality, since when using both 
standard operations, there is a possibility of examining some elements of the original image. Reducing the 
bit arrays for permutations gives higher quality. The permutation operation can be specified by ten numbers 
L1, n1, m1, n2 , m2, L2, n1’, m1’, n2’, m2’. Here the first number (L1) indicates the number of the bit layer from 
which the bit array is moved, which is described by the coordinates (n1, m1) of the upper left pixel and the 
lower right pixel (n2 , m2). The sixth number (L2) indicates the number of the bit layer, which is described by 
the coordinates (n1’, m1’) of the upper left pixel and the lower right pixel (n2’, m2’). Arrays of both layers must 
have the same dimensions, but can have different placement in their own layers. In this case, the bit array 
of the bit layer to which the move is made must move to the place of the first, but can be moved to another 
place in any bit layer. Arrays must be stored in bit layers because when restoring the original image, pixels with 
erroneous values appear. Figure 6 shows the results of different sequences of operations for the original image 
shown in figure 5.

Figure 6. Examples of using combinations of shift, permutation and inversion operations
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Figure 6 shows high encryption quality for all combinations of operations. However, the visual results are 
different for the same initial image. Experiments have shown that reducing the areas of bit arrays that are 
moved provides greater resistance to attacks, since the number of possible attempts to try all combinations of 
operations increases. Especially for large-sized images it is almost impossible to enumerate. 

To implement encryption, software can be developed in advance that initially splits the raster image into 
layers and applies various encryption and decryption scenarios to the image. According to the described method, 
the program can implement a large number of shift, permutation and bit array transformation operations, which 
leads to large expenditures of time spent on encryption and decryption. To increase the speed of encryption 
and reduce the volume of encryption and decryption programs, you can use a sequence of functions that 
generate the necessary numbers based on the initial data. For example, to implement encryption based on shift 
operations, the following sequence of functions can be used:

FL(t), FR (t), FC(t), Fd (t), FN(t)  

Where:
•	 FL(t): function that generates the bit layer number at the t-th time step.
•	 FR(t), FC(t): functions that generate the row and column numbers at the t-th time step, respectively.
•	 Fd(t): a function that specifies the direction of the shift, which can have two possible values ​​1 

(shift to the right or up) or 0 (shift to the left or down).
•	 FN(t): generates a number corresponding to the number of bits to be shifted.

The functions FR(t) and FC(t) operate in such a way that if one of the functions produces a number greater 
than 0, then the second function at that moment in time produces 0. If functions FR(t) and FC(t), are used 
that simultaneously generate numbers greater than zero, then priority can be set for the larger number. The 
function that produces the smaller of the two functions at the corresponding time t takes the value 0. For 
example, if FR(t)=5, and FC(t)=3, then the corresponding positions of the key code will contain 5, 0. The values 
of the function Fd(t) indicate the direction of the shift. If FR(t)>0 and FC(t)=0, then when Fd(t)=1 a shift to the 
right is performed, and when Fd(t)=0 a shift to the left is performed. If FR(t)=0 and FC(t)>0, then when Fd(t)=1 an 
upward shift is performed, and when Fd(t)=0 a downward shift is performed. Each new iteration of shifts begins 
after the number of shifts corresponding to the number formed by FN (t) has been implemented.

Since the number of layers is limited, the Amod24 function can be used to implement FL(t) which forms the 
remainder of division by 24. The output number will always be less than 24. The output number will always be 
less than 24. The same function can be applied to FR(t), FC(t) and FN(t). The described functions do not generate 
numbers that enter as arguments to other functions that implement the transformation of image codes. All bits 
of the image are preserved and can be distributed differently during encryption.

This method allowed to reduce the time spent on encryption and decryption, since it does not implement bit-
by-bit encryption. In addition, the method also increases the encryption speed compared to block encryption 
algorithms, since keys are used to encrypt each block, and an additional encryption algorithm is implemented.

CONCLUSIONS
This paper presents a method for encrypting images based on various bitmap shift and permutation 

operations, as well as based on bitmap transformation operations that can have an inverse transformation. 
This method does not require the use of additional external key arrays involved in the implementation of bit 
encryption functions or image bit arrays. By dividing the raster image into bit layers, the quality of image 
encryption has been improved. High quality encryption is achieved by shifting and permuting bit arrays in three 
planes. The method can work with images of any complexity and size using various scenarios for encryption. 
The method is characterized by the fact that encryption is carried out without introducing other information. 
The encrypted image contains only those bits that belong to the original image. Experiments have shown 
that shifting and permutation are best performed on small-dimensional bit arrays. Also, experiments have 
shown that different sequences of the same operations lead to different encryption results for homogeneous 
operations when encrypting not all images, it gives high encryption quality. However, combinations of such 
operations allow obtaining high quality encryption for any images.

In further research, the author plans to explore options for forming a universal control key sequence for 
encrypting images of any complexity.
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